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Impact qualitatif grace a IPve

Impact quantitative grice a IPv6 ——»

.................................... Sécurité renforcée  Efficience améliorée

5G loT Cloud | Sécurité renforcée | Efficience améliorée Valeur [Mds 3] % du Chiffre d'Affaires (Ventes)
Information & communication [ ) 0 0 0 0 573 5.1%
Manufactures 0 [ ] 0 0 0 1,848 5.0%
Service Public et de base 0 0 0 0 0 994 4.6%
Hebergement & Divertissement | () 0 0 0 0 305 3.9%
Transport & Stockage 0 0 0 0 0 520 3.8%
Santé& Travail social 0 0 0 0 0 380 3.7%
Education 0 0 [ ] 0 0 208 3.7%
Services Professionels & Finance | () 0 (] 0 0 931 3.4%
Vente en gros & Détail O | O] O 0 o) 610 3.0%
Energie 0 0 0 0 0 174 3.0%
Agriculture, Forét & fishing 0 0 0 0 0 156 2.0%
Construction & Immobilier O | O] O 0 0 623 19%
Total 7321 37%
impact Fable QQQ@ Impact Elevé
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Impact Qualitatif et Quantitatif proieté de IPv6 en Mauritanie

Infrastructure de I'Economie.

5G loT Cloud |Sécurité renforcée ;gj;;;; Ami:::::;;;; des
Information & communication [ ] @) 9 ®) 9] 15-18%
Service Public & de base (9] @) 9 (9] 0 9-12%
Santé & Travail social 0 @) @) 0 @) 5-8%
Education O O . o o 15-20%
Services professionnels & Finance 0 O . O o 6-9%
Energie & Mines 0 @) @) @) @) 18-24%
Agriculture 9] @) O @) @) 15-18%
Péches (0] @) 0] @) (@) 6-10%

Impact fable QQQ@ mpact fort
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Gouvernement de la Mauritanie

Subvention de contrepartie pour

Padoption de IPv6

Pérenniser et protéger les PME a I'échelle
nationale grace a la capacité et ala
sécurité IPv6, pour garantir qu’elles restent
compétitives et résilientes a I'ere

numérique. USD 1 Million 100,000
Total Subventions allouées Entreprises & PMEs

Grace aux réseaux compatibles IPv6, les
PME peuvent bénéficier de et utiliser toute
I'étendue de la technologie fournie par les

UsD 1,000 50%

3 . = Par entreprises Subventions de contrepartie
En déployant des mesures de sécurité IPv6, 2

les PME mauritaniennes peuvent mieux
exercer leurs activités
de maniére plus rapide et plus sire.
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Telecommunications

Agriculture & Elevage

Péches

Mines

Pétrole & Gaz natural

Finances & Banque

A API\YS

PACKAGE D'

Sécurité IPv6 et Rapport
d'évaluation
IPv6

Conception IPv6 et
Planification de la sécurité

Présentation détaillée
et démonstration de
Systemes de sécurité des
réseaux et des applications

Formation

Evaluation et mise en
ceuvre d'IPv6
(une seule fois)

Offre FAI
(par exemple, 1 an de
connectivité haut
débit)
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SECTEURS ELLIGIBLES

Santé

Media

E-commerce

Tourisme & Logistique
Education & Recherche

Transports

Description

Evaluer I'état de préparation et de sécurité IPv6 du réseau actuel et fournir un
rapport complet sur celui-ci.

Concevoir un nouveau plan de migration IPv6 et d'infrastructure de sécurité
pour l'organisation. Cela se fera conjointement avec le personnel informatique.

Présentation aux Responsables du plan de migration et de sécurité.

Cela inclut les avantages techniques et économiques (ROI) d’une telle migration.
Cela comprendra également une démonstration des systémes de sécurité open
source pouvant étre utilisés.

Formation pratique destinée au personnel informatique pour comprendre les
informations techniques plus approfondies nécessaires a la migration IPv6 et au
déploiement de la sécurité IPv6.

FORFAITS FAI ET COOUT

50% subvention de
contre-partie
(UsD)

50% pris en charge
par organisation
(USD)

Coiit Total du
Package (USD)
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Front-runners Adopters Starters
1 India 24 Austria 47  Slovakia 70 Namibia
2 Belgium 25 Switzerland 48 Bolivia 7" Indonesia
3 Finland 26 Czech Republic 49  Algeria 72 Bahrain
4 Germany 27 Sweden 50 Oman 73 Angola
5 Greece 28 Canada 51  South Africa 74 Lebanon
6  Uruguay 29 Kuwait 52 Romania 75 Botswana
7 United States 30 Paraguay 53 Rwanda 76 Bulgaria
8  France 31 Peru 54  Belarus 77 Venezuela
9  Japan 32 Norway 55  Slovenia 78 Pakistan
10 SaudiArabia 33 Thailand 56 New Zeland 79 Cote d'lvoire
11 Malaysia 34 Australia 57  Croatia 80 Lithuania
12 United Arab Emirates 35 Argentina 58  Spain 81 Bangladesh
13  Brazil 36 Singapore 59  Kazakhstan 82 Senegal
14 Hungary 37 Ireland 60 Mauritius 83 Turkey
15 Mexico 38 Ecuador 61  Morocco 84 Cameroon
16 China 39 Philippines 62  Ethiopia 85 South Korea
17  Luxembourg 40 Jordan 63 Iraq 86 Mozambique
18 Netherlands 41 Kenya 64  Nigeria 87 Libya
19  United Kingdom 42 Denmark 65  Tunisia 88 Ghana
20 Estonia 43 Poland 66 Uganda 89 Zambia
21 Colombia 44 Chile 67 Egypt 90 Uzbekistan
22 Portugal 45 Italy 68 Serbia 91 Ukraine
23 Vietnam 46 Qatar 69 Tanzania 92 Russia
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CALENDRIER DE RENFORCEMENT DES CAPACITES IPV6 POUR LA MAURITANIE DANS LES 12 PREMIERS MOIS

Mois 9
E]
Mois 12

Prise de Conscience IPv6 Bases de IPv6 IPv6 Avancé
Programme Durée i IREE Fréquence  Programme  Durée ARCE Fréquence R Programme Durée LLREE Fréquence L[S
€ Participants 9 8 Participants 9 Certifiés 8 Participants 4 Certifiés
1 fois par
CNE6 : P )
Silver 4 jours mois pour CNE6 Gold 4 jours 2 fois par
Atlerde . 100par | 1fois par 15par | lEmoslet) gy 15 per mols & 90
sensibilisation 1 Jour n 2 -2 fois - . .
workshop mois CSE6 workshop armois | Participants workshop partirdu | participants
- 4 jours P CSE6 Gold | 4 jours .
Silver pour les mois 2
mois 3 et 4
CNE6
. 4j . j .
Atelier de Liour 100 par 1 fois par Silver Jours 20 par 1 fois par 80 CNEG Gold | 4jours 20 per 1 fois par 80
sensibilisation ) workshop mois CSEG workshop mois participants workshop mois participants
silver 4 jours CSE6 Gold 4 jours
CNE6 ; .
Atelier de e 100 par 1 fois par Silver Hiours 20 par 1 fois par 80 T Hiours 20 per 1 fois par 80
sensibilisation worksho mois CSE6 i worksho mois articipants . worksho| mois articipants
g Silver 4 jours : At CSE6 Gold 4 jours s . .
250
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Répartition des o(ts de transition

Type dDrganisation Codts relatifs de

la Transition Acquisition des
matériels et logiciels

Main d@euvre

Fournisseur de Service Interng faible
1 Tierl faible 20% 80%
Tier2 faible 20% 80%
Tier 3 20% 80%
Secteur privé
Grandes entreprise Moyen 20% 80%
5 Moyennes entreprises faible 20% 80%
Petites entrepriss faible 20% 100%
Micro Enteprises & Travailleur: 0% -
L Nul
indépendants -
Secteur public (Gouvernment
3 Grande agence ou Départeme Elevé 30% 70%
Moyennne Moyen 20% 80%
Petite Faible 20% 80%
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Assessment Procedures

* Obtain the most updated network diagram.

. Study the network diagram and identify the existing IPv6 deployment state.
Understand the devices in your network and its physical and logical interconnectivity of devices.
* How the devices are configured
* Do you have prefix(es)? Announced?
* IPv6 enabled in the core network?
* IPv6 enabled in the edge network?
* IPv6 enabled for services (DNS, website, portals ...etc)?

* ldentify which IPv6 features for each part of the network.
* The Features can be Mandatory or Optional based on the use case.

* |dentify all operating systems (type and version), list the IPv6 features based on the
IPv6ready.org logo program.
https://ipv6ready.or;
Note: you could refer to the vendor website/datasheets.

Assessment Procedures

* Recommendations for each device.
1) IPv6 ready
2) Require Software upgrade
3) Require Hardware upgrade
4) Require software and hardware upgrade
5) To be replaced

Important: Any new device/system purchases should consider the following
compliance:

IPv6 ready logo: is a conformance and interoperability testing program

3

ICT Equipment checklist: ripe-772
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Identify Devices and OS for Assessment

Devices

* Router/ L3 switch
* Firewall

* Layer 2 switch

* CPE

* Load Balancer

* Server

* IP Phone

Operating Systems

¢ Servers/host: Windows, Linux, MacOS, FreeBSD, Solaris

* Routers: I0S, 10S-XE, I0S-XR, JUNOS, RouterOS, bird2, Vyos
* Mobile: Android, Apple iOS

* Firewalls: Cisco ASA, juniper SRX, PAN-OS, FortiOS

* Clients (Host, Mobile Device)

Identify Network segments

* Internet Edge

* WAN Edge

* Core Network

* Distribution Network
* User Access Edge

¢ Customer POP

¢ Data Center Core

¢ Customer Premise

* Internet Exchange

* Data Center Edge

» Data Center Distribution
* User Access Edge

¢ Data Center Access

o Video on demand/IFTV
o

Business

Mobile Backhaull MBSH)

~
e

Residental segregation | PRl

5
[

s

Clent access options
Dark Fiber, DWDM,

SOH, xDSL, PON, HFC,
Wireless

Access Layer

Aggregation Layer Edge Layer Core Layer

Dark Fiber, ROADM, DWDM, SDH/Sonet

Optical Transport Layer

Source: cisco

Management Network: is an isolated and secure network designed
specifically for managing IT resources such as servers and networking
devices allows administrators to remotely access and monitor their systems
without exposing them to the public Internet or other untrusted networks.

IPv6 Features vs Devices Category

Host and Server

Manual address configuration
SLAAC configured addresses
DHCPv6 client

RDNSS client

Mandatory/Optional

CPE Mandatory/Optional
Configure RA options

DHCPv6-PD client

DHCPv6 Options for specific

transition mechanisms

IPv6 over PPPoE

464XLAT CLAT

DSLite B4

MAP-E

MAP-T

Load Balancer

IPv6 clients > IPv6 servers
IPV6 clients -> IPv4 servers
IPv4 clients - IPv4 servers
IPv4 clients - IPv6 servers
Single external/virtual IPv6 >
Mix of IPv4 & IPv6 servers
Single external/virtual IPv4 >
Mix of IPv4 & IPV6 servers

Mandatory/Optional

Router - COMMON IPv6 Features
MP-BGP (IPv6 AFI)

OSPF Support for IPv6 (OSPFv3)
OSPFv3 Authentication with IPsec
OSPFv3 Address Familiy Support
OSPFv3 for BFD

RIP-NG

1S-1S Support for IPv6

1S-1S Multitopology Support for IPv6
RDNSS options

1S-IS for BFD

IPv6 default router preference
IPv6 VPN over MPLS (6VPE)
Netflow v9 for IPv6

Unicast Reverse Path Forwarding for IPv6
IPv6 Policy-Based Routing

IPv6 Route Redistribution

IPv6 Static Routing

IPv6 Static Route for BFD
Standard IPv6 ACLs

Extended IPv6 ACLs

IPV6 Prefix Lists

IPv6 Generic Prefix

IPv6 IPsec VPN

Mandatory/Optional

Router - Edge

AAA Support for IPv6 RADIUS Attributes
PPPoE

IPoE

IPv6 Prefix Delegation

RADIUS over IPv6

DHCPv6 Server

DHCPv6 Relay Agent

DHCPv6 Prefix Delegation

IPv6 Prefix Delegation via AAA
6RD Border Relay

1Pv6 QoS: Classification

IPv6 QoS: Marking

IPv6 QoS: Traffic Shaping

NAT64 | 464XLAT PLAT Translator
DNS64

DHCPv6 Guard

IPv6 RA Guard

1Pv6 Snooping

FHRP for IPv6 (VRRP, GLBP or HSRP)
MAP-T Boarder Relay

IPv6 Prefix Pools

Mandatory/Optional
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Cer flcatﬂ Logo Program

Certified Network Engineer for IPv6 (CNE6) — Silver

Introduction:

The CNE6 Silver training program is designed to provide foundation information on IPv6
technology and exposure the participants on the technical knowhow to start the IPv6
implementation.

Who should attend?

This course is ideal for students, network administrations, network support personnel, network
designers,networking consultants, IT managers and IT directors.

What Will You Learn?
e Why need to move IPv6 platform?
e |Pv6 addressing architecture
o IPv6 packet structure and header format
e |IPv6 address assignment using Neighbour Discovery protocol
e IPv6 transitions mechanisms

Prerequisites:

e Agood knowledge of general networking concepts
e Knowledge in IPv4 addressing

Duration:

4 days
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Training Approach:

s This class covers both theoretical and practical knowledge.

s The practical classes are conducted in online laboratory environment.

« Quiz will be conducted during the class to test the knowledge of participants about a
particular sub topic

s Professional examination both theoretical and practical will conducted to test the
participants knowledge towards end of the class

« All the participants that passed the examination will be awarded certificate that
endorsed by Global IPv6 Forum and WIDE Japan

Course Content:
The following is the outline of the course:

1. Introduction to IPv6
e History of Internet
e Global IP Address Resource Management
e [ssues with IPv4 Addressing
e Comparison between IPv4 and IPv6
Goals in designing IPv6
Key features of IPv6
Common Misconceptions
Can We Use IPv6 Now?
Five Steps on The Path To IPve
Hardware and Software Support for IPv6

2. IPv6 Addressing Architecture
e |Pv6 Address Type
e |Pv6 Address Representation
e |Pv6 Address Scope
e |Pv6 Addressing Hierarchy
e |Pv6 Subnetting
e |Pv6 Auto-configuration
e |Pv6 Special Address
e Autoconfiguration: EUI- 64
e Comparison summary between IPv4 and IPv6

3. IPv6 Packet Structure and Header Formats
e Comparison between IPv4 and IPv6 headers
e |Pv6 Extension Headers
e How It Works?
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4. |ICMPv6 and Neighbour Discovery

e |CMPv6 Header

e |CMPv6 Header Type

e Neighbour Discovery Protocol (NDP)
Router Discovery

Prefix Discovery

Parameter Discovery

Address Auto configuration
Address resolution

Next-hop determination
Neighbor Unreachability Detection
Duplicate Address Detection
Redirect

e |Pv6 Address State

¢ Neighbor Cache Entry States

YVVVYVYVVVYYY

5. Transition Mechanisms
* Co-existence
» Dual-stack
» Dual IP Layers
» Bump In Stack

e Translation
» NAT64

e Tunnelling

Manual tunnels
boverd

6to4

ISATAP

GRE

Tunnel Broker

YV VVVY

e Dual Stack Transition Case Studies
» Lesson learn from the past
» Tunnel MTU and Path Discovery
» Key Factors for successful transition
» Transition Security Issues

6. Hands-on Lab
» |IPAM Configuration
» Address autoconfiguration
» Configuring static route
» Configuring IPv6 manual tunnel
» Configuring 6to4
» Configuring ISATAP

Disclaimer:

Course contents are subject to change without prior notice.
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Ce f:catﬂ Logo Program

Certified Network Engineer for IPv6 (CNE6) Gold

Introduction:

The CNE6 Gold is advanced level training program for IPv6 network engineering program. This
course is designed to provide in-depth knowledge how to design, implement and operate IPv6
networks.

Who should attend?

This course is ideal for students, network administrations, network support personnel, network
designers,networking consultants, IT managers and IT directors.

What Will You Learn?
o |Pv6 Refresher

o |Pv6 Routing
e |PV6 Transition revisit

o DHCPv6
o |Pv6 Mobility
e [PSec

e |IPv6 Security Considerations
¢ |IPv6 Deployment Case Studies

Prerequisites:

e CNES6 Silver certification or equivalent
e Agood knowledge of general networking concepts
e Knowledge in IPv4 addressing
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Duration:

4 days
Training Approach:

e This class covers both theoretical and practical knowledge.

e The practical classes are conducted in a laboratory environment.

¢ The participants will have hands on experience using the actual equipments.

¢ Quiz will conducted during the class to test the knowledge of participants about a
particular sub topics

s Professional examination both theoretical and practical will conducted to test the
participants knowledge towards end of the class

« All the participants that passed the examination will be awarded certificate that
endorsed by Global IPv6 Forum and WIDE Japan

Course Content:
The following is the outline of the course:

1. IPv6 Refresher
¢ |IPv6 Addressing Architecture

® |Pv6 Packet Structure and Header Format
¢ |Pv6 address assignment using Neighbour Discovery protocol
e |Pv6 Transitions Mechanisms

2. IPv6 Routing
¢ Static Routing

e RIPng

e SIS for IPv6
e OSPFv3

s MP-BGP

e EIGRP for IPv6

3. IPv6 Transition Revisit
e Revisit CNE6 Silver Transition Mechanisms
e CGN (large-scale NAT 44)
e NAT 444 (CGN + CPE NAT 44)
e DS-Lite (NAT44 + 4over6 Tunnel)
e A+P (DS-Lite with preconfigured port ranges)
o NATe4
¢ |Pv6 Rapid Development (6RD)
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e Tunnel Setup Protocol (TSP)
e 6overd

4. DHCPV6
e DHCPv6 Standard
e DHCPv6 Operational model
¢ Understanding DUID
¢ Understanding Identity Association (IA)
e DHCPv6 Message Types
e DHCPv6 to DHCPv4 Message Comparison
e DHCPv6 Protocol
* How It Works
e Stateless DHCPv6
¢ DHCPv6 Deployment Considerations
e DHCPv6 Server Configurations
e DHCPv6 Client Configurations
e DHCPv6 Relay Configurations

5. Mobility
¢ What's Mobility?
¢ Components of MIPv6
e How it works?
¢ How CN and MN communicates
* Route optimization mode
¢ Bidirectional tunneling mode
¢ Implementations

6. IPSec
e Security Policy
e Security Association (SA)
¢ Key Management
¢ Internet Key Exchange (IKE)
e Architecture
e Operation Mode

7. IPv6 Security Consideration
e Concerns regarding security in IPv6
¢ Common Misunderstanding
* Attack vectors
e Attack Types
» Reconnaissance
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» Denial of service
» Covert channels

8. Campus IPv6 Deployment
e Campus deployment strategy
e Campus IPv6 address allocation
e Campus deployment topology — options Campus services
¢ Service provider deployment considerations

9. Hands-on Lab

¢ Configuring static route

e Configuring RIPng

e Configuring OSPFv3

¢ Configuring BGP4+

¢ Configuring IS-IS

s Configuring DHCPv6

e Configuring IPSec

e Configuring IPv6 Services
Configuring Web Server
Configuring a DNS Server
Configuring Host-To-Host IPSec (Transport mode)
Configuring FTP File Sharing
Configuring Video Streaming

Y VYV VYV

Disclaimer:

Course contents are subject to change without prior notice




al dNAGFYASY {(GN}GISAS ydo2ylts$
UNURURURURURURURURURURURURURURTRURURURURURURURURURURURURURURURURURURURRURURURURURURURURURURURURURURURUE

/| SNBbUSRdNATIARY S S NYXFc2NI o @ &b /m 2 F

NELY G

.WWWWW

y % - El) csnnnsn
FORUM ’Pv D GOURSE | mioieer | CouRsE @acmes& TRAINER

Cert f:catﬁ Logo Program

Certified Security Engineer for IPv6 (CSE6) — Silver
Introduction:

The CSE6 Silver training program is designed to provide fundamental information on the
implementation of security parameters in the transition from IPv4 to IPv6 and expose the
participants on the security issues in the deployment of IPv6 in the organization network. This
course would provide fundamental understanding about security issue revolving around IPv6 and
will be one of the pre-requisite for Certified Security Engineer for IPv6 (CSE6) Gold.

Who should attend?

This course is ideal for

- Students

- Security enthusiast

- Decision makers for IT Security spending
-Network/Security Architect
-Network/Security Architect

-IT administrator

-Network/IT support technicians

What Will You Learn?
o Revisit IPv6
e IPv6 Security issues
o |Pv6 Security features
o IPv6 attacks

Prerequisites:

e A good knowledge of general network security concepts
e Knowledge in IPv4 security
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Duration:

4 days

Training Approach:

¢ This class covers both theoretical and practical knowledge.

« The practical classes are conducted in a laboratory environment.

« The participants will have hands on experience using the actual equipment.

e Quiz will have conducted during the class to test the knowledge of participants about a
particular sub topic

+ Professional examination both theoretical and practical will conducted to test the
participant’s knowledge towards end of the class

* Allthe participants that passed the examination will be awarded certificate that endorsed
by Global IPv6 Forum and WIDE Japan

Course Content:
The following is the outline of the course:

1. IPv6 Revisited
¢ Introduction to IPv6
e Packet Structure and Header Format
e |Pv6 Addressing Architecture
e Understanding ICMPv6 & Neighbour Discovery

2. IPvb Security Issues
e Security Advantages of IPv6 Over IPv4
* |Pv6 Security — Areas of Concern
® |Pv6 Security — Similarities to IPv4 Security
* IPv6 Security — Differences from IPv4 Security
¢ Threats Countered by SEND

3. IPv6 Security Features

e General Security Concepts
Encryption - Secret Key Cryptography
IPSec
Secure Neighbour Discovery (SeND)
Cryptographically Generated Addresses (CGA)
s Unique Local Address

4. IPvé6 Attacks and tools kit
e |Pv6 Attacks
¢ Man In Middle Attacks
e Known ICMPv4 Attacks
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e Unique ICMPv4 Attacks
¢ Unique ICMPv6 Attacks
* |Pv6 Hacking Tools

5. Hands-on Lab

Preparing for the hands-on lab

Initial Setup

Server installation

Server Configuration

Connecting Kali server to GNS3
Demonstration of several IPv6 attacks

Y VVVYVYY

Disclaimer:
Course contents are subject to change without prior notice.
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Certified Security Engineer for IPv6 (CSE6) — Gold
Introduction:

The CSE6 Gold training program is the advanced training program in IPv6 Security that was
designed to provide in-depth information on IPv6 security design and implementation in the
IPv6 network.

Who should attend?

This course is ideal for

- Students

- Security enthusiast

- Decision makers for IT Security spending
- Network/Security Architect

- Network/Security Architect

- IT administrator

- Network/IT support technicians

What Will You Learn?

o Reuvisit IPv6 Security
e Threat against CPE and recommendation
o |Pv6 Firewall configuration and policies

Prerequisites:

e CSE6 Silver certification or any equivalent certifications
e A good knowledge of general network security concepts
e Knowledge in IPv4 security
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Duration:

4 days
Training Approach:

e This class covers both theoretical and practical knowledge.

e The practical classes are conducted in a laboratory environment.

¢ The participants will have hands on experience using the actual equipment.

¢ Quiz will be conducted during the class to test the knowledge of participants about a
particular sub topic

s Professional examination both theoretical and practical will conducted to test the
participant’s knowledge towards end of the class

« All the participants that passed the examination will be awarded certificate that
endorsed by Global IPv6 Forum and WIDE Japan

Course Content:
The following is the outline of the course:

1. IPv6 Security Revisited
¢ |Pv6 Security Issues
e |Pv6 Security Features
s |Pv6 Attacks

2. Threats against IPv6 CPE and Recommandations
e Customer Premise Equipment (CPE)
¢ Universal Threat Mitigation (UTM)
¢ Type of Threat and Mitigation the Threat
s |Pv6 Intrusion Protection System (IPS)
® Rules for Security Policy
e Security in Mobile IPv6

3. IPv6 and firewall configuration Policies
¢ Host Based Firewalls
e Gateway Firewalls
e Firewall Policy Separation
* Policy Merging
Inbound ICMPv6 Service
Inbound TCP Services for the Firewall
Inbound TCP Services for All Machines, including Firewall
* Inbound UDP Services for the Firewall
* Firewall basics with IPtables




al dNAGFYASY {GN}GISAS ydoz2ylt$
UNURURURURURURURURURURURURURURTRURURURURURURURURURURURURURURURURURURURRURURURURURURURURURURURURURURURUE

/ SNbh{USRdanATiIASY S S NYFcziD2 © RIWb&E $6 /

Policy Chain Default Behaviour

Connection — specific responses

Connection States

Configuring IPv6 Rules and Policies with IPtables

4. Hands-on Lab
» Demonstration of Man in The Middle Attack
» Setting-Up and Testing IPv6 Firewall

Disclaimer:

Course contents are subject to change without prior notice.
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Certified Network Programmer for IPv6 (CNP6)
Introduction:

The CNP6 is an advanced training course for those who need deeper understanding of IPv6
network programming and testing. The course covers topics such as socket API, IPv4 vs. IPv6
programming in C/C++ and Visual C#.NET.

Who should attend?

This course is designed for students, software and/or computer engineers
(designers/developers, testers etc.) and programmers who develop and test IP-applications
and require deeper knowledge onhow to build IPv6 solutions/applications as well as porting
existing IPv4 applications to supportIPv6.

What Will You Learn?

¢ Revisit IPv6

e |Pv6 Programming Basic

o |IPv6 Socket Programming

o IPv6 Network Layer Programming

Prerequisites:

Need CNES6 Silver certification or any equivalent certifications

A good knowledge of the TCP/IP protocol suite or any equivalent to the TCP/IP course.
Applied knowledge in modern programming languages like C,C++,C#

Basic knowledge of network programming and the concepts associated (sockets, bind,
send, host-and-network-byte-order).
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Duration:

4 days
Training Approach:

+ This class covers both theoretical and practical knowledge.

« The practical classes are conducted in a laboratory environment.

e The participants will have hands on experience using the actual equipments.

o Quiz will conducted during the class to test the knowledge of participants about a
particular sub topics

+ Professional examination both theoretical and practical will conducted to test the
participants knowledge towards end of the class

+ All the participants that passed the examination will be awarded certificate that
endorsed by Global IPv6 Forum and WIDE Japan

Course Content:
The following is the outline of the course:
1. IPv6 Refresher

2. IP Programming Basics
e Packet Capturing
e Packet Analysis Tools
e |Pv6 Packet Monitoring

3. Socket Programming
e Introduction to Socket Programming
e Socket Creation
e Connection-Oriented Sockets
Socket API for TCP
Connection-less Sockets
Socket APl for UDP
e Socket Programming in Windows
e C# Socket Programming
» Non-Blocking Programming in C#
e DNSandCH#

4. Network Layer Programming
e Using C# Helper Class
e Connection-less Sockets
e |Pv6 Network Programming
e Dual Stack Implementation

5. Hands on exercise - application porting
e |Pv6 TCP/UDP based Client/Server
> Server sockets (TCP/UDP)
» Client socket (TCP/UDP)

Disclaimer: Course contents are subject to change without prior notice




